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DETAILED ACTION 

1. Claims 1-32 are presented for examination. 

Drawings 

2. The drawings, Figure 1-2, 3B, 4A-4B, 5A-5B, 6, and 7, are objected to because the office 
no longer accepts hand written drawings. Corrected drawing sheets in compliance with 37 CFR 
1.121(d) are required in reply to the Office action to avoid abandonment of the application. 

3. Figures 1 and 2 should be designated by a legend such as -Prior Art- because only that 
which is old is illustrated. See MPEP § 608.02(g). Corrected drawings in compliance with 37 
CFR 1.121(d) are required in reply to the Office action to avoid abandonment of the application. 
The replacement sheet(s) should be labeled "Replacement Sheet" in the page header (as per 37 
CFR 1 .84(c)) so as not to obstruct any portion of the drawing figures. If the changes are not 
accepted by the examiner, the applicant will be notified and informed of any required corrective 
action in the next Office action. The objection to the drawings will not be held in abeyance. 

Claim Rejections - 35 (JSC § 103 

4. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in 
section 102 of this title, if the differences between the subject matter sought to be patented and the prior art are 
such that the subject matter as a whole would have been obvious at the time the invention was made to a person 
having ordinary skill in the art to which said subject matter pertains. Patentability shall not be negatived by the 
manner in which the invention was made. 
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5. Claims 1-32 are rejected under 35 U.S.C. 103(a) as being unpatentable over Sprunk et al. 
(Sprunk, Pub. No.: US 2005/0027985 Al) in view of Ganesan (Patent Number: 5,737,419). 

As per claim 1 Sprunk teaches a method of registering a non-configured network device in a 
telecommunications network, the method comprising the computer-implemented steps of: 

receiving a message from a first non-configured network device that requests network 
services (Sprunk Fig. 3 No. 310, page 3 par. 0043 lines 6-10, and page 5 par. 5 lines 1-3); 

authenticating the first device based on a longer-lived symmetric key received from the 
first device (Sprunk page 2 par. 0033); 

generating and providing a shorter-lived symmetric key to the first device based on 
authenticating the longer-lived symmetric key (Sprunk Fig. 3 No. 320; key validity period); 

receiving a request from a second device to obtain a session key for secure 
communications between the second device and the first device (Sprunk page 1 lines 12-20, and 
page 3 par. 0043); 

generating and providing a symmetric session key to the second device for use in 
subsequent secure peer-to-peer communications between the first device and the second device 
without communication of either the first device or second device to a key management service 
or authoritative authentication service (Sprunk page 3 par. 0042); and 

registering the first device in the network (Sprunk page 4 par. 0055). 

Sprunk does not explicitly teach the shorter-lived symmetric key. 

However Ganesan teaches the shorter-lived symmetric key (Ganesan col. 5 lines 2-7). 
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Therefore it would have been obvious to one having ordinary skill in the art at the time of 
the invention was made to employ the teachings of Ganesan within the system of Sprunk because 
the damage an attacker can cause by learning the short-lived key is significantly less than the 
damage which might be caused by compromise of long term key. (Ganesan col. 5 lines 2-7). 

As per claims 8, 18, and 30-32, Sprunk teaches a method/medium/apparatus for distributing 
cryptographic keys in a data network, comprising: 

a network interface that is coupled to the data network for receiving one or more 
packet flows therefrom (Sprunk page 1 par. 0012); 

a processor (Sprunk Fig. 2A No. 222); 

one or more stored sequences of instructions which, when executed by the processor, 
cause the processor to carry out the steps of: 

providing a registration service identifier that identifies an administrative 
entity to a first device and providing a unique identifier of the first device to the administrative 
entity (Sprunk page 5 par. 0067); 

associating a device private key in a secure data repository that is accessible by the 
administrative entity (Sprunk page 4 par. 0055); 

establishing a longer-lived symmetric key for the first device (Sprunk Fig. 3 No. 320, and 
page 5 par. 0068; key validity period); 

authenticating the first device based on receiving the longer-lived symmetric 
key from the first device (Sprunk page 2 par. 0033, and page 5 par. 0068); 
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receiving a request from a second device to obtain a session key for secure 
communications among the second device and the first device (Sprunk page 1 lines 12-20, and 
page 3 par. 0043); and 

generating and providing a symmetric session key to the second device for use 
in subsequent secure peer-to-peer communications between the first device and the second 
device without communication of either the first device or second device to a key management 
service or authoritative authentication (Sprunk page 3 par. 0042). 

Sprunk does not explicitly teach the shorter-lived symmetric key. 

However Ganesan teaches the shorter-lived symmetric key (Ganesan col. 5 lines 2-7). 

Therefore it would have been obvious to one having ordinary skill in the art at the time of 
the invention was made to employ the teachings of Ganesan within the system of Sprunk because 
the damage an attacker can cause by learning the short-lived key is significantly less than the 
damage which might be caused by compromise of long term key. (Ganesan col. 5 lines 2-7). 

As per claim 2, Sprunk and Ganesan teach all the subject matter as described above. In addition, 
Ganesan teaches a method, wherein the shorter-lived symmetric key is encapsulated in a ticket 
that includes data identifying a specified lifetime of the shorter-lived symmetric key (Ganesan 
col. 4 lines 56-col 5 lines 2-7). The rational for combining are the same as claim 1 above. 

As per claim 3, Sprunk and Ganesan teach all the subject matter as described above. In addition, 
the combination of Sprunk and Ganesan teach a method, further comprising the steps of 
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receiving, at the second device, a request from the first device to obtain a session key on behalf 
of both the first device and second device, wherein the request includes the shorter-lived 
symmetric key of the first device (Sprunk page 5 par. 0071, and Ganesan col. 5 lines 2-7). 

As per claim 4, Sprunk and Ganesan teach all the subject matter as described above. In addition, 
Sprunk teaches a method, wherein the subsequent secure communications comprise successive 
symmetric encryption and decryption operations using the symmetric session key, and wherein 
the first device and second device carry out the subsequent secure communications without 
contact with a key management service or registration service (Sprunk page 2 par. 0031, page 1 
par. 0011 lines 12-20). 

As per claim 5, Sprunk and Ganesan teach all the subject matter as described above. In addition, 
Sprunk teaches a method, farther comprising the steps of: 

receiving a request from a first device that wishes to communicate securely with a second 
device to register with a trusted registration service (Sprunk Fig. 1 No. 3 10); 

authenticating the first device (Sprunk page 2 par. 0033); and 

in response to authenticating the first device, providing a longer-lived symmetric key to 
the first device (Sprunk Fig. 3 No. 320; key validity period). 

As per claim 6, Sprunk and Ganesan teach all the subject matter as described above. In addition, 
Sprunk teaches a method, further comprising the steps: 
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authenticating the first device to a trusted registration service (Sprunk page 4 par. 0055); 

and 

in response to authenticating the first device to the trusted registration service, providing 
the longer-lived symmetric key to the first device (Sprunk Fig. 3 No. 320; key validity period). 

As per claim 7, Sprunk and Ganesan teach all the subject matter as described above. In addition, 
Sprunk teaches a method, further comprising the steps of: 

providing trusted information to the taisted registration service that certifies that the first 
device as a known device within a security realm (Sprunk page 5 par. 0067, and fig. 3 No. 310); 
and 

providing information identifying the registration service to the first device for use in 
obtaining the longer-lived symmetric key (Sprunk Fig. 3 No. 320). 

As per claims 9 and 19, Sprunk and Ganesan teach all the subject matter as described above. In 
addition, Sprunk teaches a method/medium/apparatus, teaches a method wherein the step of 
associating a device private key with a data repository comprises the steps of generating a public 
key pair comprising a device public key and a device private key and storing the device private 
key in a database or directory that is accessible to the administrative entity (Sprunk page 4 par. 
0055). 

As per claims 10 and 20, Sprunk and Ganesan teach all the subject matter as described above. In 
addition, Sprunk teaches a method/medium/apparatus, wherein the step of associating a device 
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private key with a data repository comprises the steps of generating a public key pair comprising 
a device public key and a device private key and registering the device private key with a 
certification authority that is accessible to the administrative entity (Sprunk page 4 par. 0055). 

As per claims 11 and 21, Sprunk and Ganesan teach all the subject matter as described above. In 
addition, Sprunk teaches a method/medium/apparatus, wherein the step of establishing a longer- 
lived symmetric key for the first device comprises the steps of: 

generating information that provides assurance to a registration service that the first 
device is a certified device (Sprunk page 5 par. 0068 and 0071); and 

authenticating the first device to the registration service (Sprunk page 5 par. 0068 and 

0071). 

As per claims 12 and 22, Sprunk and Ganesan teach all the subject matter as described above. In 
addition, Sprunk teaches a method/medium/apparatus, wherein the step of establishing a longer- 
lived symmetric key for the first device comprises the steps of: 

generating information that provides assurance to a registration service that the first 
device is a certified device (Sprunk page 5 par. 0068 and 0071); and 

authenticating the first device to the registration service by sending a first message from 
the first device to the registration service that is encrypted using the device public key (Sprunk 
page 5 par. 0068 and 0071 and page 1 par. 0013). 
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As per claims 13 and 23, Sprunk and Ganesan teach all the subject matter as described above. In 
addition, Sprunk teaches a method/medium/apparatus, wherein generating information that 
provides assurance to a registration service that the. first device is a certified device comprises the 
steps of creating and storing an association of a unique identifier of the first device and the 
device public key in a secure database that is accessible to the registration service, and providing 
the unique identifier from the first device to the registration service (Sprunk page 4 par. 0055, 
and page 5 par. 0068). 

As per claims 14 and 24, Sprunk and Ganesan teach all the subject matter as described above. In 
addition, Sprunk teaches a method/medium/apparatus, wherein establishing a longer-lived 
symmetric key comprises the steps of: 

generating the longer-lived symmetric key (Sprunk Fig. 3 No. 320); 

encrypting the longer-lived symmetric key using the device public key (Sprunk Fig. 3 
No. 320, and page 3 par. 0044); 

encapsulating the encrypted longer-lived symmetric key in a device registration 
ticket (Sprunk page 3 par. 0044 lines 1-3); and 

sending the device registration ticket to the device (Sprunk page 5 par. 0071 and page 3 
par. 0044-0045). 

As per claims 15 and 25, Sprunk and Ganesan teach all the subject matter as described above. In 
addition, Sprunk teaches a method/medium/apparatus, wherein encapsulating the encrypted key 
comprises encapsulating the encrypted longer-lived symmetric key with policy information in 
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the device registration ticket, wherein the policy information defines a validity interval of the 
encrypted longer-lived symmetric key (Sprunk Fig. 3 No. 320, and page 3 par. 0046). 

As per claims 16 and 26, Sprunk and Ganesan teach all the subject matter as described above. In 
addition, the combination of Sprunk and Ganesan teach a method/medium/apparatus, wherein 
generating and providing a short-term symmetric key to the first device includes the steps of 
encapsulating the short-term symmetric key in a short-term ticket granting ticket with associated 
policy information (Sprunk page 4 par. 0055, and Ganesan col. 4 lines 56-col 5 lines 2-7). The 
rational for combing are the same as claim 8 above. 

As per claims 17 and 27, Sprunk and Ganesan teach all the subject matter as described above. In 
addition, the combination of Sprunk and Ganesan teach a method/medium/apparatus, wherein 
the step of receiving a request from a second device to obtain a session key for secure 
communications among the second device and the first device comprises the steps of: 

receiving a first short-term ticket granting ticket that includes the short-term 
symmetric key of the first device (Ganesan col. 23 lines 60-col. 24 lines 13, and col. 5 lines 2-7); 

receiving a second short-term ticket granting ticket that includes the short-term 
symmetric key of the second device (Ganesan col. 23 lines 60-col. 24 lines 13, and col. 5 lines 2- 

7); 

decrypting the first and second short-term ticket granting tickets based on respective first 
and second shared secret keys (Sprunk page 4 par. 0055, and Ganesan col. 4 lines 56-col 5 lines 
2-7); 
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authenticating the short-term symmetric keys of the first device and second device based 
on the respective first and second shared secret keys (Sprunk page 4 par. 0055, and Ganesan col. 
4 lines 56-col 5 lines 2-7); and 

generating and providing a symmetric session key to the second device for use in 
subsequent secure peer-to-peer communications between the first device and the second device 
without communication of either the first device or second device to a key management service 
or authoritative authentication service (Ganesan col. 8 lines 21-32, and Sprunk page 3 par. 0042). 
The rational for combining are the same as claim 8 above. 

6. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Eleni A. Shiferaw whose telephone number is 571-272-3867. 
The examiner can normally be reached on Mon-Fri 8:00am-5 :00pm. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Ayaz R. Sheikh can be reached on 571-272-3795. The fax phone number for the 
organization where this application or proceeding is assigned is 703-872-9306. 

Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published applications 
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 
applications is available through Private PAIR only. For more information about the PAIR 
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR 
system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). 
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